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Shannon was the first who studied the problem of secure communication from an information theoretic
perspective. In 1949, he showed that a secret key available to transmitter and receiver can be used as a
one-time pad to allow perfect security of transmitted information. In the absence of secret keys, it was
Wyner who showed 1975 that secure communication can be achieved by so-called wiretap coding
which solely exploits the properties of the noisy communication channel to establish security. In this
talk, the particular communication scenario is analyzed, where a common message has to be securely
broadcasted to two legitimate receivers, while keeping an external eavesdropper ignorant of it. The
transmitter shares independent secret keys of arbitrary rates with both legitimate receivers, which can be
used in different ways: They can be used as one-time pads to encrypt the common message or they can
be interpreted as fictitious messages used as randomization resources for wiretap coding. Both ap-
proaches are discussed and the secrecy capacity is derived for various cases. Depending on the qualities
of the legitimate channel and eavesdropper channel, either one- time pad, wiretap coding, or a combina-
tion of both turns out to be capacity-achieving.
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